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1
Decision/action requested

It is requested to approve this update of PC5 unicast communication.
2
References

[1]
3GPP TS 33.503: “Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)”, version 0.1.0
3
Rationale

Based on the skeleton of the document discussed in TS 33.503 [1], this contribution aims to add details about PC5 unicast communication in clause 6.3. 
4
Detailed proposal

START OF CHANGE 1

2
References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS)".
[xx]
3GPP TS 33.536: “Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services”.

[yy]
3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects".
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6.3
Security for Unicast mode 5G ProSe Direct Communication
6.3.1
General
Editor’s Notes: This clause contains the description of the security for Unicast mode (one-to-one) 5G ProSe Direct Communication.
6.3.2
Security requirements
The system shall support means for a secure refresh of the UE security context.

NOTE: The security context refresh can be triggered based on various options (e.g. validity time etc.)
6.3.3
Security procedures

The security mechanism of unicast mode defined in clause 5.3 of TS 33.536 [xx] is reused in 5G ProSe to support unicast mode of 5G ProSe direct communication. The discovery mechanism defined in clause 5.3 of TS 23.304 [2] is reused in 5G ProSe to support discovery of ProSe UEs with the following modifications.
A set of matching keys referred to as root keys are provisioned to ProSe UEs by the 5GC as part of the discovery mechanism. These keys correspond to Long term key in clause 6.5.3 of TS 33.303 [yy] and are the root of the security for one-to-one communication. They are associated with a validity time to prevent unbounded direct communication between ProSe UEs.
6.3.3.x
Procedures

The procedure of security context refresh using a validity time for the root key is described in Figure 6.3.3.x-1. The root key is referred to as AD-key at Announcing UE or Discoveree UE. It is referred to as MD-key at Monitoring UE or Discoverer UE. In the case of symmetric encryption, MD-Key is the same as AD-Key. In the case of asymmetric encryption, MD-Key and AD-Key are corresponding to each other. This key is the root of the security of one-to-one communication between ProSe UEs.






















Figure 6.3.3.x-1: Procedure for provisioning and update of root keys.

NOTE 1:
Steps 1-4 refer to actions performed between Announcing UE or Discoveree UE (referred to as UE-1) and the 5GC.

1. UE-1 sends a Discovery request message to 5GDDNMF.

2. If UE-1 is authorised to perform ProSe direct communication, 5GDDNMF sends a key request to the 5G ProSe key management function.

3. 5G ProSe key management function sends a key response message with AD-key with its associated validity period, AD-key ID. It also keeps track of keys issued to various UEs.

4. AD-Key and AD-key ID are forwarded by 5GDDNMF to UE-1. This message also contains the address of the ProSe key management function. It would enable UE-1 to contact the ProSe key management function directly at later stages.

NOTE 2:
Steps 5-8 refer to actions performed between Monitoring UE or Discoverer UE (referred to as UE-2) and the 5GC.

5. UE-2 sends a Discovery request message to 5GDDNMF.

6. If UE-2 is authorised to perform ProSe direct communication, 5GDDNMF sends a key request to 5G ProSe key management function.

7. 5G ProSe key management function sends a key response message with MD-key with its associated validity period, MD-key ID. 

8. MD-Key and MD-key ID are forwarded by 5GDDNMF to UE-2. This message also contains the address of ProSe key management function. It would enable UE-2 to contact the ProSe key management function directly at later stages.

9. Establishment of security context over PC5 using the AD-key and MD-key, as defined in clause 5.3 of TS 33.536 [xx] and clause 6.5.3 of TS 33.303 [yy].  
NOTE 3:
Steps 10-12 refer to actions performed between Announcing UE or Discoveree UE (referred to as UE-1) and the 5GC.

10. Upon completion of the validity period, AD-key along with keys derived from it shall expire.

11. Address of ProSe key management function obtained in step 4 is used by UE-1 to perform a key request. This request also contains the identifier of the expired key. 

12. A new key (AD-key-new) with an associated validity is issued to UE-1 along with its identifier. 

NOTE 4:
Steps 13-15 refer to actions performed between Monitoring UE or Discoverer UE (referred to as UE-2) and the 5GC.

13. Upon completion of the validity period, MD-key along with keys derived from it shall expire. 

14. Address of the ProSe key management function obtained in step 4 is used by UE-2 to perform a key request. This request also contains the identifier of the expired key. 

15. A new key (MD-key-new) with an associated validity is issued to UE-1 along with its identifier. 
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